BlueCross BlueShield of Montana

Blue Cross and Blue Shield of Montana (BCBSMT) is required to provide you a Notice of Privacy Practices to
inform you of your rights under the law. This notice describes how BCBSMT can use or disclose your protected
health information. Please take a few minutes and review this notice. You are encouraged to go to the Blue
Access for Members (BAM) portal at BCBSMT.com to sign up to receive this notice electronically. Our contact
information can be found at the end of the notice.

HIPAA NOTICE OF PRIVACY PRACTICES - Effective 9/23/13

YOUR RIGHTS. When it comes to your health information, you have certain rights.
This section explains your rights and some of our responsibilities to help you.

Get a copy of your
health and claims
records

You can ask to see or get a copy of your health and claims records and other
health information we have about you. Ask us how to do this by using the contact
information at the end of this notice.

We will provide a copy or a summary of your health and claims records usually
within 30 days of the request. We may charge a reasonable, cost-based fee.

Ask us to correct
health and claims
records

You can ask us to correct your health and claims records if you think they are
incorrect or incomplete. Ask us how to do this by using the contact information at
the end of this notice.

We may say “no” to your request. We'll tell you why in writing within 60 days.

Request confidential
communications

You can ask us to contact you in a specific way or to send mail to a different
address. Ask us how to do this by using the contact information at the end of this
notice.

We will consider all reasonable requests, and must say “yes” if you tell us you
would be in danger if we do not.

Ask us to limit what
we use or share

You can ask us not to share or use certain health information for treatment,
payment or our operations. Ask how to do this by using the contact information at
the end of this notice.

We are not required to agree to your request, and we may say “no” if it would affect
your care.

Get a list of those
with whom we've
shared information

You can ask for a list (accounting) for six years prior to your request date of when
we shared your information, who we shared it with and why. Ask us how to do this
by using the contact information at the end of this notice.

We will include all the disclosures except for those about treatment, payment, and
our operations, and certain other disclosures (such as any you asked us to make).
We will provide one accounting a year for free but we may charge a reasonable,
cost-based fee if you ask for another one within 12 months.

Get a copy of this
Notice

You can ask for a paper copy of this notice at any time, even if you have agreed to
receive the notice electronically. To request a copy of this notice, use the contact
information at the end of this notice and we will send you one promptly.

Choose someone to
act for you

If you have given someone medical power of attorney or if someone is your legal
guardian, that person can exercise your rights and make choices for you.
We confirm this information before we release them any of your information.
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BlueCross BlueShield of Montana

File a complaint if e You can complain if you feel we have violated your privacy rights by using the
you feel your rights contact information at the end of this notice.
are violated e You can also file a complaint with the U.S. Department of Health and Human

Services Office for Civil Rights by calling 1-877-696-6775; or by visiting
www.hhs.gov/ocr/privacy/hipaa/complaints/ or by sending a letter to them at:
200 Independence Ave., SW, Washington, D.C. 20201.

e We will not retaliate against you for filing a complaint.

YOUR CHOICES. For certain health information, you can tell us your choices about what we share.

If you have a clear preference on how you want us to share your information in the situations described
below, tell us and we will follow your instructions. Use the contact information at the end of this notice.

In these cases, you e Share information with your family, close friends, or others involved in payment for
have both the right your care

and choice to tell e Share information in a disaster or relief situation

us to: e Contact you for fundraising efforts

If there is a reason you can't tell us who we can share information with, we may share it if we believe it is in your
best interest to do so. We may also share information to lessen a serious or imminent threat to health or safety.

We never shareyour e  Marketing purposes
information in these e Sale of your information
situations unless you

give us written

permission

OUR USES AND DISCLOSURES. How do we use or share your health information?
We typically use or share your health information in the following ways.

Help manage the e We can use your health information and share it with professionals who are
health care treatment treating you.
you receive Example: A doctor sends us information about your diagnosis and treatment plan

S0 we can arrange additional services.

Run our organization e We can use and disclose your information to run our organization and contact you
when necessary. . _ .
Example: We use health information to develop better services for you.

We can't use any genetic information to decide whether we will give you coverage except for long-term care plans.

Pay for your health e We can use and disclose your health information since we pay for your health
Services services.
Example: We share information about you with your dental plan to coordinate
payment for your dental work.

Administer your plan e We may disclose your health information to your health plan sponsor for plan
administration purposes.
Example: If your company contracts with us to provide a health plan, we may
provide them certain statistics to explain the premiums we charge.
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How else can we use or share your health information?

We are allowed or required to share your information in other ways, usually in ways that contribute to the public
good, such as public health and research. We have to meet many conditions in the law before we can share your
information for these purposes. For more information go to:
www.hhs.gov/ocr/privacy/hipaa/understanding/consumers/index.html

Help with public health

and safety issues

We can share your health information for certain situations such as:
- Preventing disease
- Helping with product recalls
— Reporting adverse reactions to medications
- Reporting suspected abuse, neglect or domestic violence
- Preventing or reducing a serious threat to anyone’s health or safety

Do research

We can use or share your information for health research.

Comply with the law

We will share information about you when state or federal law requires it, including
the Department of Health and Human Services if they want to determine that we
are complying with federal privacy laws.

Respond to
organ/tissue
donation requests
and work with certain
professionals

We can share health information about you with an organ procurement
organization.
We can share information with a medical examiner, coroner or funeral director.

Address workers
compensation, law
enforcement, and
Other government
requests

We can use or share health information about you:
— For workers compensation claims
- For law enforcement purposes or with a law enforcement official
- With health oversight agencies for activities authorized by law
- For special government functions such as military, national security, and
presidential protective services or with prisons regarding inmates.

Respond to lawsuits
And legal actions

We can share health information about you in response to an administrative or
court order, or in response to a subpoena.

Certain health
information

State law may provide additional protection on some specific medical conditions or
health information. For example, these laws may prohibit us from disclosing or
using information related to HIV/AIDS, mental health, alcohol or substance abuse
and genetic information without your authorization. In these situations, we will
follow the requirements of the state law.

OUR RESPONSIBILITIES. When it comes to your information, we have certain responsibilities.

We are required by law to maintain the privacy and security of your protected health information.
We will let you know promptly if a breach occurs that compromises the privacy or security of your

information.

We must follow the duties and privacy practices described in this notice and give you a copy of it.
We will not use or share your information other than as described here unless you tell us we can in

writing.

You may change your mind at any time. Let us know in writing if you change your mind.

For more information: www.hhs.gov/ocr/privacy/hipaa/understanding/consumers/noticepp. html.
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CHANGES TO THE NOTICE

We have the right to change the terms of this notice, and the changes we make will apply to all information we
have about you. The new notice will be available upon request or from our website. We will also mail a copy of
the new notices to you as required by law.

CONTACT INFORMATION

If you would like general information about your privacy rights or would like a copy of this notices, go to:
www.bchsmt.com/important-info/hipaa

If you have specific questions about your rights or these notices, contact us in one of the following ways:

- Call us by using the toll-free number located on the back of your member identification card.
- Callus at 1-877-361-7594.
- Write us at Privacy Office Divisional Vice President

Blue Cross and Blue Shield of Montana

P.O. Box 804836

Chicago, IL 60680-4110

REVIEWED 11/01/16
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If you, or someone you are helping, have questions, you have the right to get help and information in your language at no cost. To speak to an
interpreter, call the customer service number on the back of your member card. If you are not a member, or don't have a card, call 855-710-6984.

Ll | e Jeail s an e ) Caaill AISS 31 ¢y 53 (e il Ay 5 puiall il glaall g saeludl) o Jgeanll b Gall dlalh cdlind oxelud Gadd ol f ehal S ¢
Arabic .855-710-6984 o Jucild (il ellai Y i€ f o) jume (S5 ol Ol oy gne A8y ek e sSAa o Slend) Radd iy
Fhgrhr ﬁn%,., , NBEERMER, iﬂtl:’ﬁasilaﬁ, &x EHER R E LS H’\JEE SRIFAE. AE—HES BFHENESNE
Chinese BHEHNEFRAFEERNE. MRETREE, 9B TR, B E 855-710-6984.
Francais Si vous, ou quelqu'un que vous étes en train d’aider, avez des questions, vous avez le droit d'obtenir de l'aide et I'information dans votre langue a
¢ aucun co(t. Pour parler a un interpréte, composez le numéro du service client indiqué au verso de votre carte de membre. Si vous n’étes pas
French . , !
membre ou si vous n'avez pas de carte, veuillez composer le 855-710-6984.
Deutsch Falls Sie oder jemand, dem Sie helfen, Fragen haben, haben Sie das Recht, kostenlose Hilfe und Informationen in Ihrer Sprache zu erhalten. Um
German mit einem Dolmetscher zu sprechen, rufen Sie bitte die Kundenservicenummer auf der Riickseite lhrer Mitgliedskarte an. Falls Sie kein Mitglied sind
oder keine Mitgliedskarte besitzen, rufen Sie bitte 855-710-6984 an.
ltaliano Se tu o qualcuno che stai aiutando avete domande, hai il diritto di ottenere aiuto e informazioni nella tua lingua gratuitamente. Per parlare con un
) interprete, puoi chiamare il servizio clienti al numero riportato sul lato posteriore della tua tessera di socio. Se non sei socio 0 non possiedi una
Italian o .
tessera, puoi chiamare il numero 855-710-6984.
SRS TAEANR L EBEMROHOEYDHTH, TEHMBRISwELLs, THEOFHETHA—bEZT L), BREANFL 2
Ja an"g‘se DFBlENTEES. BBUAD) EEA, BREBFEN2HG, A A== FORDAAXY—H— L ARG L THE
P RS W, AYN—THWHRELEA— VN EBFD T2 WA 855-7T10-6984 & THEM K 128 L,
st=01 otol Aot L= Aot 5= AME0I 2 20| JCHH Aote RFE22 Jdefst TSUH FEE Aot U2 22 = U= Heldt
- USLICL I NE FHU JA=0H MEIA HSZ MSTHA A L. 3R 0] OtLIA 1L} FEDL 2 Al'H 855-710-6984 2 =
Korean MBI =AIA Q.
— T =
Diné T’aa ni, éf doodago ta’da bika ananilwo’igii, na’iditkidgo, ts’ida bee na ah6oti’i’ t’aa niik’e nika a’doolwot. Ata’ halne’i bich’{’
Navaio hadeesdzih ninizingo éi kwe’é da’infishgi aka anidaalwo’igii bich’{” hodiilnih, bee nééhdzinii bine’d¢¢’ bikaa’. Koji atah naaltsoos na
I hadit’é€g60 éi doodago bee nééhozinigii adingo koji” hodiilnih 855-710-6984.
Norsk Hvis du, eller noen du hjelper, har spersmal, har du rett til & fa hjelp og informasjon pa ditt sprak uten kostnad. For & snakke med en tolk, ring
Norwegian kundeservicenummeret bakpa medlemskortet ditt. Hvis du ikke er medlem, eller ikke har kort, ring 855-710-6984.

Pennsilfaanisch
Deitsch
Pennsylvanian-Dutch

Wann du, odder ebber as du an helfe bischt, Questions hoscht, hoscht du’s Recht fer Hilf un Information griege in dei eegni Schprooch as nix koschte zellt.
Wann du en Dolmetscher mitschwetze wettscht, kannscht du die Customer Service Nummer an deinre Glied-Kard dahinner uffrufe. Wann du net en Glied
bischt, odder kee Kard hoscht, kannscht du 855-710-6984 uffrufe.

Ecrmn Y Bac unu 4yenoseka, KOTOPOMY Bbl MOMOraeTe, BO3HUKNM BONPOCHI, Y BaC €CTb NpaBo Ha 6ecnnaTHyro nomoLlb 1 VIH(*)OpMaLlVIIO,

Pycckuit NpesoCTaBMEHHYI0 Ha BaLLeM A3blke. UToBbI NOroBOPUTL C NEPEBOAYMKOM, NO3BOHUTE B OTAEN OBCNYXMBAHUS KIIMEHTOB NO TENE(OHY, yKkazaHHOMY
Russian Ha oOpaTHO CTOPOHE BalLeN KapTOUKW y4acTHUKA. ECnn Bbl He SIBNSIETECH YY4ACTHUKOM UMK Y BAC HET KapTOYKM, NO3BOHUTE N0 TenedoHy
855-710-6984.
Espariol Si usted o alguien a quien usted esta ayudando tiene preguntas, tiene derecho a obtener ayuda e informacion en su idioma sin costo alguno. Para
par hablar con un intérprete comuniquese con el nimero del Servicio al Cliente que figura en el reverso de su tarjeta de miembro. Si usted no es
Spanish . .
miembro 0 no posee una tarjeta, llame al 855-710-6984.
Tagalo Kung ikaw, o0 ang isang taong iyong tinutulungan ay may mga tanong, may karapatan kang makakuha ng tulong at impormasyon sa iyong wika nang
Tagalog walang bayad. Upang makipag-usap sa isang tagasalin-wika, tumawag sa numero ng serbisyo para sa kustomer sa likod ng iyong kard ng
galog miyembro. Kung ikaw ay hindi isang miyembro, o kaya ay walang kard, tumawag sa 855-710-6984.
- mnaa wiaauiinamavhamdafivasedole 9 aafidnfiasisiuanuonda
Thai uamaua‘tummmaonm“lm’iﬂﬂ"mum‘tﬂmu wmﬂunumuimﬂmmamﬂnsmsanmmumuLammumswnmuumnmauwn
win'lilafsandnwialifidas nIdnsaTiviuneLa 855-710-6984
VioaiHchka Akwo y Bac un y korocb, XT0 0TpuMye Baluy gonomory, BUHUKAIOTb NuTaHHs, y Bac € npaBo otpumati Be3koLwToBHY Aonomory Ta iHdopmadito Baiuoto
P L pigHoto MoBoto. LLiob 38's3aTiCs 3 Nepeknagayem, TenedoHyiiTe 3a HOMEPOM 06CIyroByBaHHS! KMIEHTIB , SkuiA 3a3Ha4€HO Ha 3BOPOTI BALLOi KapTKM y4acHuKa.
Ukrainian N
FAKLLO BM He y4acHWK nporpamu, abo y Bac Hemae kapTku, TenedoHyiTe 3a Homepom 855-710-6984.
. Neu quy vi hodc ngudi ma quy vi gidp d& c6 bét ky cau héi nao, quy vi cé quyen dwoc hd tro' va nhan thong tin bang ngon ngtr clia minh
Tiéng Viét
Viethamese mién phi. D& néi chuyén véi théng dich vién, goi so dich vu khach hang ndm & phia sau thé hoi vién ca quy vi. Néu quy vi khong phai la hi

vién hodc khong cé thé, goi s6 855-710-6984.
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Health care coverage is important for everyone.

We provide free communication aids and services for anyone with a disability or who needs language assistance.
We do not discriminate on the basis of race, color, national origin, sex, gender identity, age or disability.

To receive language or communication assistance free of charge, please call us at 855-710-6984.

If you believe we have failed to provide a service, or think we have discriminated in another way, contact us to file a grievance.

Office of Civil Rights Coordinator Phone:  855-664-7270 (voicemail)

300 E. Randolph St. TTY/TDD: 855-661-6965

35th Floor Fax: 855-661-6960

Chicago, lllinois 60601 Email: CivilRightsCoordinator@hcsc.net

You may file a civil rights complaint with the U.S. Department of Health and Human Services, Office for Civil Rights, at:

U.S. Dept. of Health & Human Services Phone: 800-368-1019
200 Independence Avenue SW TTYITDD: 800-537-7697
Room 509F, HHH Building 1019 Complaint Portal: https://ocrportal.hhs.gov/ocr/portal/lobby.jsf
Washington, DC 20201 Complaint Forms: http://www.hhs.gov/ocr/office/file/index.html

BCBSMT provides TDD/TYY services and language assistance for incoming callers for deaf, hard-of-hearing and
speech-disabled members. Members can utilize their TeleTYpewriter (TTY) or Telecommunication Device (TDD) to
access a teletype operator at 1-406-444-4212.

bcbsmt.com
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